NHO®OPMALNOHHASA NAMATKA 1JIS1 OBYYAIOLIIUXCSA
C KaX[JbpIM roJIOM MOJIOJIEKH B MHTEPHETE CTAHOBUTHCS OOJIbIIE, & IIKOJbHUKU OJHU U3 CaMbIX
aKTUBHBIX [IOJIb30BatTesnel Pynera. Mexay TeM, MOMUMO OTPOMHOIO KOJIMUECTBA BO3MOXKHOCTEH,
MHTEPHET HeCeT U MpoOIeMbl. JTa MaMsATKa J0JDKHA TOMOYb TeOe 0€301MacHO HaXOAUTHCS B CETH.
KomnbioTepHbie BUPYChI
KomnbroTepHblil BUpYC - 3TO pPa3HOBUAHOCTb KOMIIBIOTEPHBIX HPOTPaMM, OTIMYUTEILHOU
0COOEHHOCTBIO KOTOPOHl SIBIII€TCSI CIIOCOOHOCTh K pa3MHOXEHHI0. B nomonHeHue k 3TOMYy,
BUPYCHI MOTYT MTOBPEAUTDH WM TOJTHOCTHIO YHUUYTOXXUTH BCe (DAaiiIbl U JTaHHBIE, IOJAKOHTPOJILHBIC
MOJIb30BATENI0, OT UMEHH KOTOPOTO ObLIA 3aIylleHa 3apaKeHHas IPorpaMMa, a TaKkKe MOBPEIAUTh
WIN J1aXe YHUUYTOXXUTh ONEPALMOHHYIO CUCTEMY CO BceMH (ailiamu B 11esioM. B OosblinHCTBE
CJIy4aeB paclpOCTPAHAIOTCSA BUPYCHI U€PE3 UHTEPHET.
MeTo/1b1 3a1IUThI OT BPEJOHOCHBIX IPOTPaMM:

1. Hcnonb3yli COBpEMEHHbIE OIEPAllMOHHBIE CHUCTEMBbl, HMMEIOLIUE CEPbE3HBI YpPOBEHb
3alIUThI OT BPEIOHOCHBIX IPOTPaMM;

2. IlocrossHHO ycraHaBiuBail mnauytu (UMGPOBBIE 3allIaTKH, KOTOpPblE aBTOMAaTUYECKH
YCTAHABJIMBAIOTCS C IIENBI0 JAOPaOOTKH MPOrpamMMbl) W Jpyrue OOHOBJICHHS CBOEH
OTIeparMoHHON cucTemMbl. CKaurBai MX TOJIBKO C OUITHAILHOTO caiiTa pa3padorunka OC.
Ecnu cymecTByeT pexxuM aBTOMaTHYECKOr0 OOHOBIICHMSI, BKIIIOUH €r0;

3. Paboraii Ha cBoeM KOMIIBIOTEpE O] IPaBaMH I10JIb30BaTelIs, @ HE aAMMHUCTpaTOpa. JTO
HE I[03BOJIUT OOJIBIIMHCTBY BpPEJOHOCHBIX IPOrpaMM MHCTAUIMPOBATHCSI HA TBOEM
NEPCOHAIIBHOM KOMIIBIOTEPE;

4. Hcnonb3yl aHTUBUpPYCHbIE MPOTPaMMHBIE MPOAYKTbI M3BECTHBIX IMPOU3BOAUTENEH, C
aBTOMAaTHUYECKUM OOHOBIIEHUEM 0a3;

5. Orpanunub pU3NYECKUN JOCTYI K KOMIIBIOTEPY JUIsl IOCTOPOHHUX JIUIL;

6. Hcnonp3yii BHEIIHHE HOCUTENW HWH(GOpPMAIMU, TaKue Kak (uienka, AUCK Win Qain u3
UMHTEPHETA, TOJIKO U3 POBEPEHHBIX HCTOUYHUKOB;

7. He oTkpbIBail KOMIIbIOTEPHBIE (ailiibl, MOJyUYEeHHbIE U3 HEHAJEKHBIX UICTOUHUKOB. Jlaxe
Te (ailsibl, KOTOpBIE MpUCIIai TBOM 3HAKOMBIN. Jlydille yTOUHU y HEro, OTIPABIISI JIU OH
Tebe ux.

Cern WI-FI

Wi-Fi - 510 He BuA nepenaun JaHHbBIX, HE TEXHOJIOTHs, & BCEro JIHIb OpeHs, Mapka. Eme B 1991
rofy HHJEpJaHicKas KoMmmaHusi 3apeructpupoBasia Openn "WECA", urto o006o03Hauano
cnoBocodetanue "Wireless Fidelity", koTopslii mepeBoauTCs Kak "0ecrpoBoiHast TOYHOCTH .

Jlo Hamero BpeMeHHM Jouuia Japyras abOpeBuarypa, KOTopas SBISETCS TaKOW e TeXHOJIOTHEH.
Orto abbpeBuatypa "Wi-Fi". Takoe Ha3zBaHue ObUIO aHO C HAMEKOM Ha CTaHJApT BBICIICH
3BykoBo# TexHuku Hi-Fi, uto B nepeBosie o3HauaeT "BbICOKast TOYHOCTH".

Ja, OecnnaTHBI MHTEpPHET-IOCTYN B Kade, OTeNsiX U adpornoprax SBISETCS OTIMYHOU
BO3MOXKHOCTBIO BBIXO/Ia B UHTEpHET. HO MHOTHE SKCIIepThI CYUTAOT, YTO oOmienocTynabie Wi-Fi
CEeTHU He ABISIOTCS 0€30MacCHBIMHU.

CoBeTsl 110 0€30MacHOCTH pabOThI B 00IIEIOCTYHBIX ceTsix Wi-fi:

1. He nepenasaii cBoro auuHyto nH(popmMaluio yepe3 odmenoctynubie Wi-Fi cetu. Paboras
B HHX, JKEJIaTEJIbHO HE BBOJUTH MAPOJIU JOCTYIA, JIOTUHBI U KaKue-TO HOMEpa;

2. Hcnonp3yii 1 OOHOBISH aHTHBHPYCHBIE MPOrpaMMbl M OpaHamayep. Tem cambIM ThI
obe3omacuirb ceOs OT 3aKaUKu BUPYyca Ha TBOE YCTPONCTBO;



3. Ilpu ucnonszoBannu Wi-Fi otkimroun ¢pynkmuro "O6muii noctyn K aitnam u npuntepam’.
JaHHas (QyHKOMS 3aKpbiTa IO YMOJYaHUIO, OJHAKO HEKOTOpbIE I0JIb30BATEIH
aKTUBUPYIOT €€ /711 yA00CcTBa MCIOJIb30BaHus B paboTe win yueoe;

4. He ucnons3yit my6mmunsiit WI-FI ais mepenaun TUYHBIX JaHHBIX, HAIIPUMED JUIS BBIXO1A
B COI[MAJIbHBIC CETU WJIM B 3JICKTPOHHYIO I1OUTY;

5. MHcnonp3yi Toapko 3amuiieHHoe coequHenue uepes HTTPS, a ue HTTP, 1.e. npu Habope
BeO-aapeca BBoau uMeHHO "https://";

6. B moOunbHOM Tenedone orkmoun ¢pynkuuto "lloakmouenne k Wi-Fi aBromaruyeckn".
He nmomyckail aBTOMaTH4eCKOro MOJKIIOYEHHUs1 ycTpoiicTBa K ceTsiMm Wi-Fi 6e3 TBoero
COIJIacHsL.

CoumnajnHble ceTH

ConmanbHble CETH aKTHBHO BXOJST B Hally XU3Hb, MHOTHE JIIOJM PAa0OTAIOT M KUBYT TaMm
noctosiHHO, a B Facebook yke 3aperucrpupoBaH MIULTHApP] YETIOBEK, YTO SIBJISICTCS OJHOMN
cellbMOM BceX JKuTesled IiIaHeTbl. MHOrue MoJib30BaTeld HE MOHHMMAIOT, 4TO HH(pOpMalus,
pasMelleHHas UMH B COLIMATIbHBIX CETAX, MOXKET ObITh HaiiJleHa U MCIOJIb30BAHA KEM YTOJTHO, B
TOM YHCJIE€ HE 0053aTEIbHO ¢ OJIarMMH HAMEPEHUSIMH.

OCHOBHBIE COBETHI TI0 OE€30MTACHOCTH B COLIMAIBHBIX CETIX:

1. Orpanuub criucok Apy3ei. Y 1e0s B Ipy3bsX HE J0JIKHO ObITh CITyyailHbIX M HE3HAKOMBIX
JIFOJIEH;

2. 3amminail cBOIO YacTHYIO XHu3Hb. He ykasbiBaii mapomnu, TenedoHsl, agpeca, 1aTy TBOETO
POXACHUS U JIPYTYIO JIMYHYI0 MHPOPMALUIO. 3JI0YMBIIUIEHHUKA MOTYT HCIIOJIB30BATh
Jake MH(MOpPMAIUIO O TOM, KaK Thl U TBOU POAUTEINN TUIAHUPYETE MPOBECTH KAaHUKYJIBI;

3. 3amminail CBOIO peryTalHuIo - IepKU €€ B UUCTOTE U 3aJaBail cebe Bompoc: XoTen Obl Thl,
YTOOBI IpyrUe MOJIb30BaTENN BUAEIH, YTO ThI 3arpyskaemib? [logymail, mpexie yem 4ro-
TO OIyOJIMKOBATh, HAMMCATDH U 3aTPYy3HTh;

4. Ecnu Tl TOBOPUIIIB C JIIOJIbMHU, KOTOPBIX HE 3HaEIllb, HE HUCIOJIb3YH CBOE pealbHOE UM U
JPYTYIO0 JTUYHYIO HH(OPMAIMK: UMSI, MECTO JKUTEJIbCTBA, MECTO Y4eObl U Mpoyee;

5. UzGerait pazmenienus: ¢potorpaduit B UnTepHeTe, re Thl M300pa’keH Ha MECTHOCTH, IO
KOTOPOM MO>KHO OIPENETUTh TBOE MECTOIOJIOKEHNUE;

6. Ilpu peructpainyu B COLMAIbHON CETH HEOOXOAMMO MCIIOJB30BaTh CIOXHBIE MapOJIH,
cocToslIre u3 OykB U (P U ¢ KOJIUIECTBOM 3HAKOB HE MEHee §;

7. Jns coumanbHOM CeTH, MOYTHl M JPYrHMX CaWTOB HEOOXOIMMO HCIOJIb30BaTh pa3HbIE
naponu. Torna eciau TeOsl B3JIOMAlOT, TO 3J0YMBIIUIEHHUKH MOJy4YaT JOCTYH TOJBKO K
OJIHOMY MECTY, a HE BO BCE Cpa3y.

DJIeKTPOHHbBIE IeHbI'H

DNEKTPOHHBIE IEHBIH - 3TO OUYEHb yI00HBIN C1I0CO0 MIIaTeXEeN, 0JHAKO CYIIECTBYIOT MOILIEHHUKH,
KOTOPBIE XOTST IMOJYYUTh OTH JICHBTH.

OJEeKTpOHHbIE JIeHbIM TMOSBMUJINCH COBCEM HEIABHO M HMEHHO M3-3a 3TOT0 BO MHOTHUX
rocyJapcTBax J0 CHX IOp He MPOIUCAHO NMPO HUX B 3aKOHAX.

B Poccun xe oHM (pyHKIMOHHPYIOT U O HHX YK€ MPOIMHCAHO B 3aKOHE, TJIe UX Pa3JeisioT Ha
HECKOJIbKO BHJIOB - aHOHUMHBIC ¥ HE aHOHMMHBIC. Pa3HuIIa B TOM, YTO aHOHHMHBIE - 3TO TE, B
KOTOPBIX pa3pemiaeTcss MpOBOAUTH oOnepauud 0e3 WASHTH(PHUKAIUK [OJb30BaTesl, a B

HCAaHOHUMHBIX I/II[CHTI/I(l)I/IKaL[I/ISI [I0JIB30BATENIA SIBIIIETCS 00s13aTEIBLHOIA.



Taxoke cieayer pa3indarh MEKTPOHHBIC (PUATHBIE IEHBIH (PABHBI TOCYAAPCTBEHHBIM BAJIOTaM)
U 3JIEKTPOHHbIE He(HaTHbIE AEHBI'M (HE paBHbBI TOCY1apCTBEHHBIM BAJIIOTaM).
OcCHOBHBIE COBETHI 110 OE30I1aCHOM pabOTe € IEKTPOHHBIMU J€HbIaMHU:

1. TlpuBsxu K cuery MOOMIBHBIH TenedoH. DTO camblii yIOOHBIH M OBICTPBIA crocoO
BOCCTAaHOBUTH J0OCTYN K cuery. [IpuBsizaHHbIil TenedoH momMoxer, eciu 3a0yiemb CBOM
IJIATEKHBIN M1apOJIb WU 3aliIelIb HA CAalT C HE3HAKOMOI'O YCTPOMCTBA;

2. Hcnonw3yi onHopasoBsle naposu. Ilocne nepexona Ha yCHJIEHHYIO aBTOpHU3aLUIo Tede
yKe He OyJIeT yrpokaTh OMACHOCTh KPakKH WM TIepexBaTa IJIaTeKHOT0 MapoJs;

3. Bribepu crnoxuslii maposs. [lpectynHukam OyZeT He MPOCTO yraiaTh CIOXKHBIM Tapoib.
HanexxHble aposin - 3T0 apoju, KOTOPbIE COAEPKAT HE MEHEE 8 3HAKOB M BKIIIOYAIOT B
ce0si CTPOYHbIE M MPOMUCHBbIE OYKBBI, HU(PPHI U HECKOIBKO CHMBOJIOB, TAKME KaK 3HaK
nosuiapa, pyHTa, BOCKJIMIATEIbHBIN 3HaK 1 T.11. Hanmpumep, $tROng!;;

4. He BBOJIM CBOU JIMUHBIE JaHHBIE HA CaiiTax, KOTOPHIM HE JOBEPSECIIb.

DJIeKTPOHHAA MOYTA

ONEKTpOHHAs MOYTa - 3TO TEXHOJIOTHMS U INPEAOCTaBISEMBbIE €0 YCIYI'M IO IEPECBUIKE U
MOJIyYEHHUIO 3JIEKTPOHHBIX COOOLIEHHM, KOTOpBIE pacHpeielisiioTcs B KOMIBIOTEPHOH CETH.
OOBIYHO  QJNIEKTPOHHBIM  TOYTOBBIM  SIIMK  BBIJISIAMT — CIEAYIOIIMM  00pa3zoMm:
UMs_I0JIb30BaTesI(@UMsL_JoMeHa. Takke KpoMme Iepelaud HpoCTOro TeKCTa, HMEeTcs
BO3MOKHOCTb Ilepe/iaBaTh (paiibl.

OcCHOBHBIE COBETHI 110 0€30ITacHOM paboTe C AIMEKTPOHHOM MOYTOM:

1. Hano BbIOpaTh mpaBUIIbHBIA MOYTOBBIM cepBHUC. B MHTEpHETE €CThb OrpOMHBIA BBIOOP
OecCIUTaTHBIX TOYTOBBIX CEPBUCOB, OJIHAKO JIydllle JOBEPSATh TE€M, KOTO 3HAellb U KTO
IIEPBBII B PEUTHUHTE;

2. He yka3piBaii B nM4YHOM moYTe NHUYHYI0 uH(popmamuioo. Hampumep, sydmie BbIOpaTh
"My3bIKanbHbIN  panat@" wim "pok2013" Bmecto "Temal3";

3. Hcnonb3yii IByX3TalHyr0 aBTOPU3ALHI0. DTO KOT'J1a TOMUMO HapoJisi HyKHO BBOJUTH KO/,
npucbUIaeMblil Mo SMS;

4. BpiOepu cHOXHBIA maposb. S KaXI0ro IMOYTOBOTO SIIUMKA JOKEH OBbITh CBOMU
HaJCKHbIM, yCTOMYMBBIN K B3JIOMY 1apOJIb;

5. Ecim ectp BO3MOXKHOCTH HamucaTb CaMOMY CBOW JIMYHBIM BOMNPOC, HCIONB3YH 3TY
BO3MO>KHOCTB;

6. Mcnonp3yii HECKOJBKO TIOYTOBBIX SIITUKOB. [lepBbIA i YaCTHOH TEPENUCKHA C
aZipecaTamMH, KOTOPBIM ThI JIOBEpsielllb. JTO JIEKTPOHHBIA apec He Ha/lo HCIOIb30BaTh
IpU perucTpanuu Ha opymax U cairax;

7. He otkpeiBaii haiinbl U Apyrue BIOXKEHUS B MUChbMaX, Ja)Ke €CIIM OHM MPUIUIH OT TBOUX
npy3eit. Jlydine yTouHd y HUX, OTIPABIISUIN JIM OHU Te0e 3T (aiiiibl;

8. Tlocne okoHYaHMs pabOTHI HA TOYTOBOM CEPBHCE TIEPE]T 3aKPHITHEM BKIIQJIKH C CAUTOM He
3a0yap HaXxkaTh Ha "Beriitu'".

Ku0epOyJVIMHT M1 BUPTYaJIbHOE H3/1€BATE/IBLCTBO

KubepOynnuHr - mnpecnenoBaHHe COOOIICHUSIMH, COJEPKALIUMH OCKOPOJIEHHs, arpecculo,
3alyTMBaHKe; XYJIUTAaHCTBO; COLMAIbHOE OOMKOTHPOBAHME C TOMOIIbIO PA3IMYHBIX MUHTEPHET-
CEPBHCOB.

OcHOBHBIE COBETHI IO 60PHOE ¢ KHOEPOYILITUHIOM:



1. He Opocaiicsa B 60if. JIlyumuii cioco6: mOcoBeTOBAaThCS Kak ce0si BECTH M, €CIIU HET TOTO,
K KOMy MOXXHO OOpaTHUThCS, TO BHAYaje YCHOKOWTbCA. Eciu Thl HauHelb OTBEYATh
OCKOpOJIEHUSIMU Ha OCKOPOJICHHSI, TO TOJIBKO el1le OO0JIbIIe pa30XoKellb KOH(IUKT;
2. Ymupasisii cBoel kubeppemnyTanuei;
3. AHOHMMHOCT, B ceTd MHHMAas. CyIIECTBYIOT CHOCOOBI BBIICHHTH, KTO CTOUT 3a
AQHOHMMHBIM aKKayHTOM;
4. He cToUT BecTH XyJIUTaHCKUH 00pa3 BUPTyalnbHOH xu3HU. UHTEpHET PUKCUPYET Bce TBOU
JNEHCTBUS M COXpaHSET UX. Y TATUTh UX OyJeT KpaitHe 3aTpyIHUTEIBHO;
5. Co0nromaii cBOIO BUPTYATbHYIO YECTh CMOJIOAY;
6. Urnopupyi enuuuuHblii HeratuB. OJHOPA30BbIE OCKOPOUTENbHBIE COOOILICHUS JydIle
UrHopupoBaTh. OOBIUHO arpeccus IpeKpanaeTcs Ha Ha4aabHOW CTaJuH;
7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMU COOOILEHHUSMH, B COLIMAIBHBIX
CeTAX €CTh BO3MOKHOCTH OJIOKUPOBKHM OTIPABKH COOOIICHUI C ONPEACIICHHBIX a/IpECOB;
8. Ecim T1b1 cBugerens kuOepOymnuHra. TBow  JIEHCTBUSA:  BBICTYIIUTH MPOTUB
Ipecie0BaTesl, MoKa3aTh €My, YTO €ro ISHCTBUS OLEHUBAIOTCS HETAaTUBHO, TIOIICPKATh
KEPTBY, KOTOpPOM HYyXHa IMCHXOJIOTMYECKAasi IMOMOIIb, COOOLIUTH B3POCIBIM O (akTe
arpecCUBHOIO IOBEJCHUS B CETH.
MoouabHblil Te1edoH
CoBpemenHble cMapTHOHBI U IJIAHIIETHI COIEPKaT B ce0e BIOJHE B3POCHbINA (PYHKIIHMOHAN, U
Ternepb OHUM MOT'YT KOHKYPHUpPOBaThb CO CTAallMOHAPHBIMH KoMIlbioTepamu. OJHAKO, CpelCTB
3allUThI AJ1s1 TOJOOHBIX YCTPOICTB [10Ka OYEHb Majio. TeCTUpOBaHUE U TIOUCK YSI3BUMOCTEH B HUX
IPOMCXOIUT HE TaK MHTEHCUBHO, Kak i 1K, To jxe camoe kacaeTcsi 1 MOOUIIbHBIX MPHIIOKEHUH.
CoBpeMeHHbIE MOOMIIBHBIE Opay3epbl yKe NPAaKTUYECKH JTIOTHAINM HACTOJbHbIE aHAJOIH, OJHAKO
pacuuperue GyHKIHOHaIa BI€UET 32 COO0M OOJIBIIYIO CJI0KHOCTh M MEHBIITYIO 3alUIIEHHOCTb.
Jlaneko He Bce MPOM3BOAMUTENM BBIIYCKAIOT OOHOBJIEHMS, 3aKpbIBAIOIIME KPUTHUECKUE
YSI3BUMOCTH JIJISl CBOMX YCTPOMCTB.
OcHOBHBIE COBETHI AJ1s1 0€3011aCHOCTH MOOMIIBHOTO TenedoHa:
1. Hwuuero He siBnsieTcs mo-HacToseMy OecraTHBIM. bByab ocTopoXkeH, Bellb Korjaa tebe
npeJiararoT OeCIUIaTHBIN KOHTEHT, B HEM MOT'YT OBITh CKPBIThI KAKHE-TO TUIATHBIE YCIYTH;
2. Nymaii, npexxae yeM otnpaButb SMS, poTo umu Buzneo. Tol TouHO 3Haelb, I1e OHU OyayT
B KOHEYHOM UTOre?
3. HeoOxoammo 0OHOBIISITH ONIEPAITMOHHYIO CHCTEMY TBOETO CMapT(OHA;
4. Vcnonb3yil aHTUBUPYCHBIE IPOTPAMMBI /111 MOOMIJIBHBIX TE€IE(POHOB;
5. He 3arpyxaii npuioxeHust OT HEU3BECTHOI'O MCTOYHHUKA, BEIb OHM MOTYT COJEpXkaTb
BPEIOHOCHOE MPOrpaMMHOE 00ecIIeUeHHE;
6. Ilocime Toro kak THI BBIMIEIIH C caiiTa, II€ BBOIWI JIMUHYIO HH(pOpMaIuio, 3aiiin B
HACTPOUKH Opay3epa u ynainu cookies;
7. Tlepuonuyecku mpoBepsi, KaKue MIaTHbIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;
8. aBaii cBOIf HOMEpP MOOMIJIBHOTO Telle()OHA TOJIBKO JIOASIM, KOTOPBIX Thl 3HACUIb U KOMY
JOBEpsielIb;
9. Bluetooth momkeH OBITH BBIKIIIOUEH, KOT/Ia THI UM HE MOJb3yenbes. He 3a0bIBaii mHOT 1A
IIPOBEPSTH 3TO.
Online urpsi



CoBpeMeHHbIE OHJIAHH-UTPBI - 3TO KPACOYHbIE, 3aXBaThIBAIOIINE Pa3BIeUeHUs, 00BEINHSIONINE
COTHH ThICAY YEJIOBEK 10 BceMy MHpY. Irpoku uccienyroT TaHHbIH UM MUp, 00LIat0TCs APYT C
JIPYIrOM, BBIIOJHSIOT 3alaHuUs, CPAYKAIOTCSA C MOHCTPAMH U IOJIYYaroT OINbIT. 33 Y0BOIbCTBUE OHU
TUIATSAT: MOKYTAIOT AUCK, OTUIAYMBAIOT Aa0OHEMEHT WM PUOOPETAIOT KaKUe-TO OMIIHH.
Bce atu cpenctBa Moyt Ha MOAJEp)KaHUE U Pa3BUTHE UIPHI, a TAKXKE HAa caMy O€30IacHOCTH:
COBEpPILEHCTBYIOTCSI CUCTEMbl ABTOPHU3ALMH, BBITYCKAIOTCS HOBbIE MaTuu (LU(POBBIE 3aILUIaTKU
JUIS IPOTPaMM), 3aKpbIBAOTCS ySI3BUMOCTH CEPBEPOB.
B 1ogo0HBIX Hrpax CTOUT OMacaThCsl HE CTOJNBKO CBOMX CONEPHUKOB, CKOJBKO KPa)KH TBOETO
napoJisi, Ha KOTOPOM OCHOBaHA CUCTEMa aBTOPU3ALMU OOJIBIIMHCTBA UTP.
OCHOBHBIE COBETHI 110 OE30ITACHOCTH TBOETO UT'POBOI'0 AKKAYHTA:

1. Ecnu npyroit urpok Beaet ce0s IUI0X0 WM cO3AaeT TeOe HEPUATHOCTH, 3a0JI0KUpYil ero

B CIIUCKE UTPOKOB;

2. Tloxamyiics aAMHHUCTPATOPaM UTPHI HA IUIOXOE MOBEACHHE ATOT0 MIPOKA, JKEIATEIHHO
IIPWIOKUTH KaKME-TO JI0Ka3aTeNbCTBA B BUJIE CKPUHOB;
He yka3biBaii 1nuHyt0 nHGOpMalLuio B npodaiise urpsl,
VYBakail Ipyrux y4aCTHUKOB I10 UIPE;
He ycranaBnuBaii HeopumanbHbIe TATYH U MOJIBI;
Hcnonp3yi CII0KHBIE M pa3HbIE 1apOJIH;

N o ok ow

Jlaxxe BO Bpemsi WUIpbl HE CTOUT OTKJIIOYaTh aHTHBHpYc. [loka Thl urpaemb, TBOH
KOMIIBIOTEP MOT'YT 3apa3uTh.
@OUIIMHT WIH KPasKa JINYHBIX JAHHBIX
OObIYHON Kpakel JeHer U JIOKYMEHTOB CEroJiHSl yXe HUKOTO He YJIUBHILIb, HO C Pa3BUTHEM
UHTEPHET-TEXHOJOTMH 3JIOYMBIIUICHHUKH TE€PEeMECTHIIUCh B HMHTEPHET, M IPOJOIKAIOT
3aHUMAaThCS "MIOOMMBIM" IEJIOM.
Tak nosiBuiIach HOBask yrpo3a: HHTEPHET-MOILIEHHNYECTBA WM (UIIMHT, TJIaBHas LeJlb KOTOPOTro
COCTOUT B MOJYYEHUH KOH(QUACHIMAIBHBIX JAaHHBIX MOJIb30BaTeNeH - TOrMHOB U naposieii. Ha
aHriuiickoM s3bike phishing unraercst kak ¢ummer (ot fishing - peiOHas nosins, password -
1apoib).
OcHOBHBIE COBETHI 110 OOPHOE € QUITMHIOM:
1. Cnenu 3a cBouM akkayHTOM. Eciu Thl moo3peBaellib, UTO TBOsI aHKeTa ObLIa B3JOMaHa,
TO HEOOXOJMMO 3a0JIOKUPOBATh €€ U COOOIIUTh aJIMUHICTPATOpaM pecypca 00 ITOM Kak
MO’KHO CKOpEe;
2. Hcnonp3yii Oe3omacHble BeO-CaliThl, B TOM YHCIIE, HHTCPHET-Mara3uHOB M MOUCKOBBIX
CHUCTEM;
3. Hcnonw3yil cinoxHble W pazHble maposd. Takum oOpazom, eciu TeOs B3JIOMAIOT, TO
3JI0YMBIIUIEHHUKH MOJTy4aT JOCTYH TOJBKO K OJHOMY TBOEMY MpPO(UITIO B CETH, a HE KO
BCEM;
4. Ecnu Tebst B3IOMaNM, TO HEOOXOIUMO IMPENyNpenuTh BCEX CBOMX 3HAKOMBIX, KOTOpbIE
n00aBIieHb! y T€0sI B IpY3bsX, O TOM, UTO T€OsI B3JIOMAJIU M, BO3MOKHO, OT TBOET'O UMEHH
OyZIeT pacchliaThCsl CllaM U CChUIKU Ha (DUIIMHTOBBIE CalThI;
5. VYcranosu HanexHbd naposb (PIN) Ha MoOGMIbHBIN TenedoH;
6. Ortkiroun coxpaHeHHe maposist B Opaysepe;
7. He otkpsiBaii (hailbl U ApyrUe BIOXKEHUS B MUCbMaX, Ja)Ke eCIIM OHU MPHIILIA OT TBOUX
npy3eit. Jlydine yTouHu y HUX, OTIPABIISIA JIU OHH TeOe 3TH (aiiibl.



Hudposas penyranus
[ludpposass pemyranuss - 3TO HeEraTMBHAas WM TMO3UTUBHas HMH(oOpManus B ceTH o Tebe.
Komnpomerupyromas nHbopmanus, pasMelleHHas B MHTEPHETE, MOKET Cephe3HbIM 00pa3oM
OTpa3uThCsA Ha TBOEH peanbHON Xu3HU. "Lludposas pemyranus" - 3T0 TBOW HUMUIK, KOTOPBIHA
dopmupyercs u3 nHopMaIu 0 Tebe B UHTEPHETE.
TBoe MecTO KMUTEeNbCTBA, yueObl, TBOE (PMHAHCOBOE IOJIOKEHUE, OCOOEHHOCTH XapakTepa U
pacckasbl 0 OJM3KUX - BCE 3TO HAKAIJIMBACTCS B CETH.
MHorue MOAPOCTKH JIETKOMBICICHHO OTHOCATCS K MyOJUKalMK JUYHOW WH(POpMAlUU B
WNuTtepHere, He TOHUMasi BO3MOXKHBIX MOCNeACTBUH. ThI gaXke He CMOXKEIIb J0raaTbCs O TOM, YTO
dororpadus, pazMerieHHas 5 J1eT Ha3a[, cTajla IPUYUHON OTKa3a MPUHATH TeOs Ha paboTy.
KommeHnTapuu, pasmenienue TBoux (Gortorpaduil 1 apyrue AelcTBUS MOTYT HE UCUE3HYTh JaKe
MI0CJIE TOTO, KaK Thl UX yJAIHIIb. THI HE 3HACHIb, KTO COXPAHUJ 3TY HH(OPMAIIHIO, TIONAJIA I OHA
B ITOMCKOBBIE CHCTEMBI M COXpPAHHJIACh JIM OHA, a TJIABHOE: YTO MOAYMAIOT O TeOe OKpY KaroIine
JFO/IM, KOTOPbIe HAUAYT M YBUAAT 3T0. HaiiTn mHpOpMaLMI0 MHOTO JIET CIIYCTSl CMOXKET Jr000i1 -
KaK 13 100pbIX MOOYXKIEHH, TaK U C HAMEPEHUEM IPUYMHUTB BpeJl. ITO MOXKET ObITh KTO YTOIHO.
OCHOBHBIE COBETHI IO 3aLIUTE U(PPOBON peryTaIIH:
1. Tlomymaii, mpexxje YeM 4TO-TO ITyOJMKOBAaTh W TeperaBaTh y ceOs B Oiore wid B
COLMAJIBHOMN CeTH;
2. B mHactpoiikax nmpo¢uis ycTaHOBU OrpaHHUYEHHs Ha MPOCMOTP TBOETO HPOQUIS U €ro
COJIEPKUMOTO, C/IeJIall €ro TOJBKO "[st Apy3eu";
3. He pa3smemiaii u He yka3piBail HH()OPMAIIHIO, KOTOPask MOKET KOTO-THO0 OCKOPOJISATEH WK
00MXaTh.
ABTOpCKOE NpaBo
CoBpeMeHHBIE KOJIBHUKH - aKTUBHBIE TTOJIb30BaTENN IIU(PPOBOTO MpocTpaHcTBa. OTHAKO TAIEKO
HE BCE 3HAIOT, 4YTO TIIOJb30BAHHE MHOTHMH BO3MOXXHOCTSAMH IU(PPOBOTO MHUpA TpedyeT
COOJTIOJIEHHS TTPaB HA MHTEJJIEKTYalbHYI0 COOCTBEHHOCTD.
Tepmun "UHTENNIEKTyajdbHas COOCTBEHHOCTb" OTHOCHUTCS K pa3iMYHBIM  TBOPEHUSAM
YeJI0BEYECKOT0 YMa, HAYWHAs C HOBBIX M300pETeHNUH M 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh
Ha TPOAYKTHl W YCIYyTrd, W 3aKaH4YWBasg KHHUTamu, Qortorpadusmu, KuHOPHUIBMAMU W
MY3bIKaJIbHBIMH [TPOU3BEACHUSMHU.
ABTOpCKHE ITpaBa - 3TO MpaBa Ha MHTEJUIEKTYyallbHYI0 COOCTBEHHOCTh Ha MPOU3BEIEHHS HAYKH,
JUTEpaTyphl M HWCKYCcCTBA. ABTOPCKHE NpaBa BBICTYNAIOT B KAdeCTBE TapPaHTUU TOTO, YTO
MHTEJUICKTYaJTbHBIN/TBOPUECKUI TPyA aBTOpa He OyNeT HampacHBIM, JACT €My CIIpaBeIJIHBBIC
BO3MOXHOCTH 3apa0o0TaTh Ha pe3yibTaTax CBOEro Tpy[a, MOJYYUTh U3BECTHOCTb U MPU3HAHHE.
Huxkro 6e3 paszpemieHust aBTopa HE MOKET BOCIIPOU3BOIUTH €r0 IPOU3BEIEHUE, PACIIPOCTPAHSITD,
nyOJIMYHO JIEMOHCTPUPOBATh, MPOAABaTh, HWMIIOPTHPOBATh, ITyCKaTh B MPOKAaT, ITyOJIMIHO
UCTIOJTHAT, IIOKA3bIBATH/UCTIONHAITE B dHpe WiIH pa3memaTs B IHTepHeTe.
Hcnonb3oBanue "mupaTckoro” mporpaMMHOr0 00ecCIedeHusI MOXKET MIPUBECTU K MHOTHM PUCKaM:
OT MOTEPH JIaHHBIX K TBOMM aKKayHTaM /0 OJOKMPOBKH TBOETO YCTPOMCTBA, I/ie yCTAaHOBJICHA
HelerajgbHas nporpamMMa. He crouT Taxke 3a0bIBaTh, 4TO CYIIECTBYIOT JICTAIbHBIC H OECIUTATHBIC
IPOTPaMMBI, KOTOPBIE MOYKHO HalTH B CETH.
O noprane
CeteBruoK.pd - TBOW INIaBHBIA COBETYMK B CETH. 311€Ch Thl MOXKEILIb Y3HATh O 0€30MacHOCTH B
CeTH IOHATHBIM M JOCTYIHBIM $A3BIKOM, @ IpPH BO3HUKHOBEHUH KPUTHUYECKOW CHUTyalluu
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0o0paTHThCS 32 COBETOM. A TakKe MPUHATH Y4acTHE B KOHKYpCaxX M CTaTh CaMbIM ITU(POBHIM
rpax JaHuHOM !



