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NHOOPMALIMOHHAS TAMATKA
JJIAA OBYYAIOIIUXCA 1JIAA PASMEIIEHUSA
HA O©OUIINAJBHbBIX UHTEPHET-PECYPCAX

C KaXXJbIM I'OJIOM MOJIOJIC)KH B UHTEPHETE CTAHOBUTHCS OOJIBIIIE, @ IIKOJbHUKU OJTHU U3 CaMbIX
aKTUBHBIX IOJb30BaTesied PyHera. Mexay TeMm, IOMHMO OIPOMHOIO KOJIMYECTBAa BO3MOKHOCTEH,
MHTEPHET HeceT U NMpobiieMbl. DTa namsITKa JODKHA IIOMOYb Tebe 6e30MacHO HaXOUThCS B CETH.

KomnbroTepHbie BUPYCHI

KomnbroTepHblil BUpyCc - 3TO Pa3sHOBUAHOCTh KOMIIBIOTEPHBIX MPOrpaMM, OTIMYMTEIbHOM
0COOEHHOCTBIO KOTOPOH SIBISETCS CIIOCOOHOCTH K Pa3MHOXKEHHUIO. B 1omonHeHne K 3ToMy, BUPYCHI
MOTYT TOBPEAUTh MU IOJHOCTHIO YHHUYTOXXUTh Bce (aiabl M JaHHbIE, MOAKOHTPOJIbHBIE
[I0JIb30BATENII0, OT UMEHU KOTOPOro ObLIa 3amyllieHa 3apa)KCHHas Mporpamma, a TakkKe MOBPEAUTH
WIM JaXe YHMYTOXHTH OINEPALMOHHYIO CHUCTEMY cO BceMu ¢ailnamu B nesnom. B GonblimHcTBe
CJIy4aeB paclpOCTPAHSAIOTCS BUPYCHI UEPE3 UHTEPHET.

MeTobl 3alUTEI OT BPCIOHOCHBIX ITPOTpaMM:

1. MUcnonp3yil coBpeMEHHbIE OlEpallMOHHbBIE CUCTEMBI, UMEIOIINE CEPbE3HBIN YPOBEHD 3alllUTHI
OT BPEJIOHOCHBIX IIPOIPAMM;

2. TlocrosHHO ycraHaBnuBaii madTH (UMGPOBBIE 3aIUIATKH, KOTOPHIE aBTOMAaTHYECKU
YCTaHABJIMBAIOTCA C IENbI0 J0pabOTKM MPOTpaMMbI) U JApYrue OOHOBIICHHS CBOEH OIEpallMOHHOW
cucteMmbl. CkaunBail UX TOJIBKO ¢ opuIHaibHOro caita paspadborunka OC. Ecnu cymecTByeT pexxum
aBTOMATHYECKOT0 OOHOBIICHUS, BKIIIOUH €T0;

3. Pabotail Ha cBoeM KOMIIBIOTEpE IO IIPpaBaMM IOJIb30BATENS, @ HE aAMUHHUCTpaTOpa. JTO HE
MO3BOJIUT OOJIBIIMHCTBY BPEAOHOCHBIX HPOTpaMM MHCTAJUIMPOBATHCS HA TBOEM IE€PCOHAIBLHOM
KOMITBIOTEPE;

4. Hcnonp3ylli aHTUBUPYCHBIE NPOrpaMMHBIE MPOLYKTHl H3BECTHBIX IIPOM3BOJAUTENEH, C
aBTOMaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpanuub (pU3NUECKHUI JOCTYI K KOMIIBIOTEPY sl IOCTOPOHHHUX JIULL;

6. Wcnonb3yll BHEIIHHWE HOCUTENM HHPOpMAIMM, Takue Kak ¢ruemka, AUCK win ¢ailn u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX HICTOYHHUKOB;

7. He oTkpbIBaii KOMIIBIOTEPHBIE (ailfibl, MOTYYEHHbIE U3 HEHAJEKHBIX UCTOUYHUKOB. [laxe Te
(aiinbl, KOTOpbIE MpucIal TBOW 3HAKOMBIH. Jlyulle yTo4HM y HEro, OTIPaBIsl U OH TeOe UX.

Cern WI-FI

Wi-Fi - 970 He BU nepeayn JaHHBIX, HE TEXHOJIOTHS, a BCETO JHUIb Oper 1, mapka. Emte B 1991
roAy HUJAEpNIaHjACKas KoMmaHus 3aperucrtpupoBaia Openn "WECA", uro o6o3Hayano
cnoBocoueranue "Wireless Fidelity", koTopslit mepeBoanTCS Kak "OeCcipOBOIHAS TOYHOCTH".

Jlo Hamero BpeMeHH JonuIa Apyras abOpeBuarypa, KOTopast sSBISETCS TaKOW jkKe TEXHOJIOTHEH.
Ot0 abOpeBuarypa "Wi-Fi". Takoe Ha3BaHMe OBLIO TaHO C HAMEKOM Ha CTaHAAPT BBICIICH 3BYKOBOU
texHuku Hi-Fi, yTo B mepeBojie 03HayaeT "BbICOKasi TOYHOCTD .

Ha, OecriaTHbIi MHTEPHET-IOCTYN B Kade, OTENIX M a’dponoprax sBISETCS OTIMYHON



BO3MOKHOCTBIO BBIXOJa B MHTEpHET. HO MHOrHE 3KCIepThl CUMTAIOT, 4TO oOmeaocTymubie Wi-Fi
CETHU HE ABISIOTCS OE30IIaCHBIMU.

CoBeThlI 10 0€30MacHOCTH paboTHI B 001Ie0CTYIHBIX ceTssXx Wi-fi:

1. He nepenaBait cBoro nuuHyro uwHpOpManuio yepe3 odmenoctymnasie Wi-Fi cetn. Paboras B
HUX, J)KEJIaTeIbHO He BBOJIUTH MMapOJIH JOCTYIA, JIOTHHBI U KaKue-TO HOMepa;

2. Wcnonp3yii u OOHOBJISM aHTUBHUPYCHBIE HpOrpaMMbl M Opanamayep. Tem camMbIM T
obe3omnacuillb ce0s OT 3aKaYKy BUpPYyca Ha TBOE YCTPOMCTBO;

3. IIpu ucnonw3zoBanuu Wi-Fi otkmoun ¢ysakmuro "OOmumii gocTyn K ¢aitiaM u npuHTepam’.
Hannrast QyHKIUS 3aKphITa MO0 YMOJYAHHUIO, OJHAKO HEKOTOPBIC MOJH30BATEIIM AKTUBUPYIOT €€ IS
yn00CTBa UCIIOIB30BaHKs B paboTe i y4eoe;

4. He ucnons3yit myonuunbsiii WI-FI ans mepenaun TUYHBIX JaHHBIX, HAIIPUMEpP JUTSL BBIXOJA B
COLIMAJIBHBIE CETU WM B 3JIEKTPOHHYIO I10UTY;

5. Wcnonb3yii Tonbko 3amuieHHoe coeauHenue uyepe3 HTTPS, a we HTTP, T.e. mpu HabGope
BeO-aapeca BBoau uMeHHO "https://";

6. B moOunbHOM Tenedone otkimroun ¢pynkuuto "lloaxmouenne k Wi-Fi aBTomatnuecku". He
JOIYCKail aBTOMAaTH4ECKOT0 TMOAKII0UYEHHs ycTpoiicTBa K ceTsim Wi-Fi 6e3 TBoero cornacus.

ConuajJbHbIe CeTH

ConuanbHble CETH AaKTUBHO BXOJAT B HANly KM3Hb, MHOTHE JIIOAU PadOTAIOT M KUBYT TaM
MOCTOSIHHO, a B Facebook yke 3aperucTpupoBaH MWIIIHAPA YENOBEK, YTO SBISIETCS OJHOW CeIbMOMU
BCEX JKHUTeNeH MaHeTbl. MHOTHe MoJIb30BaTeNld HEe MOHUMAIOT, YTO HH(pOpMaIus, pa3MeIIeHHas UMU
B COLMAJBHBIX CETSAX, MOXKET OBbITh HalJeHa M HCIOJb30BaHa KEM YIrOJHO, B TOM 4YHCJE HE
00s13aTeNBbHO ¢ OJIarMMH HAMEPEHUSIMH.

OCHOBHBIC COBETHI 10 OC30IACHOCTH B COIMaJIBHBIX CCTAX!

1. Orpanuub crucok apy3ei. ¥ Te0s B Ipy3bsiX HE JOKHO OBITh CIy4alHBIX U HE3HAKOMBIX
JTIOJICH;

2. 3ammmail cBOIO YacTHY >XKu3Hb. He yka3piBail mapousin, TenedoHBbl, ajapeca, AaTy TBOETO
POXKIEHUS U JAPYryl0 JUYHYI0 HHGPOpPMAIUIO. 3JI0YMBIIUIEHHUKH MOTYT HCIOJIb30BaTh JlaXke
MH(OPMAIIHIO O TOM, KaK Thl U1 TBOM POJUTEIH IIJIAHUPYETE IPOBECTU KAaHUKYJIBI;

3. 3amumiail CBOIO penmyTaIluio - JACp>KU €€ B YMCTOTE M 3aJlaBail ceOe BOIPOC: XOTeN ObI ThI,
yTOOBI JApPYTHE TMOJB30BAaTEeNId BHJAEIW, YTO Thl 3arpyxaemb? [logymaii, mpexae dYeM YTO-TO
OIMyOJIMKOBAaTh, HAMKUCATH U 3aTPy3UTh;

4. Ecnu Thl TOBOPHILB C JIOJbMHU, KOTOPBIX HE 3HACIlb, HE UCIOJb3Yil CBOE pealbHOE UMS U
JPYTYIO JTUUHYIO HHPOPMAIUH: UMsI, MECTO KUTEJIbCTBA, MECTO y4eObl U MpoYee;

5. W36erait pasmemienus ¢otorpaduii B MHTEpHETE, TAE THI M300paK€H HAa MECTHOCTH, TIO
KOTOPOW MOKHO OIIPEAEIIUTh TBOE MECTOMOJI0KECHUE;

6. HpI/I peructpaniu B COIIMAILHOM CeTHu HCO6XOI[I/IMO HCIIOJIB30BATh CJIOKHBIC TIApOJIH,
COCTOAIINEC U3 6YKB )51 I_II/I(I)p " C KOJIMYCCTBOM 3HAKOB HE MCHEC 8;

7. Anst counanbHOM CeTH, MOYTHI U IPYTHX CAUTOB HEOOXOIMMO MCIOJIB30BaTh pa3HbIe MapoJIu.
Toraa ecnu T€6s1 B3TIOMAOT, TO 3JI0YMBIIIIEHHUKH MOJIyYaT JOCTYI TOJIBKO K OJJHOMY MECTY, a HE BO
BCE Cpasy.

JIeKTPOHHbBIE JeHbI U



DJIeKTPOHHBIE JIGHBIW - 93TO OYEHb YAOOHBIM CMOCO0 IUIaTeX e, OJHAKO CYIIECTBYIOT
MOIICHHHUKH, KOTOpLIe XOTAT HOHy‘-II/ITI: 9THU OCHBI'U.

SJ'IGKTpOHHI)Ie JCHBI'M IIOABHJIMCH COBCEM HCEIABHO MW HMCEHHO H3-3a DOTOr0O BO MHOI'MX
rocyaapcCrBax A0 CHUX IIOp HE INPOIHCAHO IIPO HUX B 3aKOHAaX.

B Poccun xe oHM (YHKIIMOHUPYIOT M O HHX YK€ MPOIMUCAHO B 3aKOHE, TJ€ MX Pa3JesfioT Ha
HECKOJIbKO BUJIOB - aHOHHMMHBbIE M HE aHOHMMHbIE. Pa3HMIIa B TOM, YTO aHOHHMHBIE - 3TO T€, B
KOTOPBIX pa3peraeTcst MPOBOIUTh omepanuu 06e3 nAeHTU(UKALMY [10Jb30BaTeNsl, @ B HEAHOHUMHBIX
UACHTU(DUKAIHS TOJB30BATENS ABISETCA 0053aTENbHOM.

Taxxe crneayeT pa3nuyaTh JIEKTPOHHbBIE (UATHBIE AEHBIU (PaBHBI TOCYJaPCTBEHHBIM BAIIOTaM)
U DJIEKTPOHHbIE He(PUATHbIE IEHBI'H (HE paBHBI TOCYAApCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI TI0 6€30MaCHOI paboTe ¢ NEKTPOHHBIMH JICHbIaMHU:

1. IlpuBsoku K cyeTy MOOWJIBHBIA TeneoH. DTO caMmblii yHOOHBIM M OBICTPBIA CITOCOO
BOCCTAHOBHTH JIOCTYI K cyery. [IpuBsi3aHHBII TenedOoH MOMOXKET, eciu 3a0y/ellb CBOW TUIATSKHBIN
[apoJib WM 3aiAEIIb HA CAUT C HE3HAKOMOT'O YCTPOMCTBA;

2. HCHOHBSYﬁ OZHOPA30BLIC ITApPOJIM. ITocne nepexoaa Ha yCUJIICHHYIO aBTOPU3AlHUIO TeOe yiKe
HC 6yz[eT YrpoKaThb OIIACHOCTb KPaKH WJIN IIEPCXBATA IIJIATCIKHOTO IIAPOJIA;

3. Breibepu cioxHblid mapoib. IIpectynHukam OyaeT HE MPOCTO YraaaTh CIIOKHBIA ITapoJlb.
HanexHble maposin - 3TO MapoiM, KOTOpPbIE COJEpKAaT He MEeHee 8 3HAaKOB W BKIIOYAIOT B cedd
CTPOYHBIE W TNPOIUCHBIE OYKBBI, IIU(PPBI ¥ HECKOIBKO CHMBOJIOB, TaKHE KaK 3HAK Jojuiapa, (yHTa,
BOCKJIMIIATENBHBIN 3HAK U T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JaHHbIE HAa CaliTaX, KOTOPBIM HE J10BEPSIEILb.
JIEKTPOHHASA MOYTA

ONEKTPOHHAs IMOYTa - 3TO TEXHOJOTUSA M INPEJOCTABISAEMBIE €0 YCIYTH IO IEPECBUIKE U
MOJIYYEHUIO DJIEKTPOHHBIX COOOIIEHUH, KOTOPbIE pacHpelesitoTCsl B KOMIbIOTEpHON ceTh. OOBIUHO
3JIEKTPOHHBIN MOYTOBBIN SIIMK BBINIAUT CIEAYIOUIMM 00Opa3oM: UMS_TOJIb30BaTENA(@UMS_JIOMEHA.
Taxxe kpome nepeaaun NPOCTOro TEKCTa, UMEETCS BOZMOKHOCTh TepeaBaTh (pailiibl.

OCHOBHBIC COBETHI 110 0€30ITaCHOM pa60Te C BHGKTpOHHOﬁ IMOYTOM:

1. Hano BbIOpaTh MNpaBHIBHBIA MOYTOBBIA cepBUC. B MHTepHETe €cTh OrpOMHBIM BBIOOD
OecrIaTHBIX TOYTOBBIX CEPBHUCOB, OJHAKO Jy4YIlIe JOBEPATh TEM, KOrO 3Haellb U KTO TNEpBbIA B
pEUTHHTE;

2. He yka3piBail B nuyHOW nouTe Ju4HYyl0 uHGpopmaunuto. Hampumep, nyuiie BbIOpath
"My3bIKanbHbIN _paHaT@" win "pok2013" Bmecto "temal3";

3. Ucnonp3yi IBYX3TalHy0 aBTOPHU3AlMI0. DTO KOIJa MOMHMMO MapoJisi HY)KHO BBOJIUTH KOJ,
IpucbUIaeMbIil 1o SMS;

4. BeiOepu CIOXKHBIN Mapob. [ KaXa0ro MoYTOBOTO SIIIMKA JOHKEH OBITh CBOM HAJICKHBIH,
YCTOWYUBBIN K B3JIOMY I1apOJIb;

5. Ecimm ecTp BO3MOXXHOCTh HalMCaTh CaMOMY CBOM JIMYHBIM BOIPOC, HCHOJB3YH 3Ty
BO3MOKHOCTB;

6. Mcnonp3yil HECKOIBKO MOYTOBBIX AMIUKOB. [lepBbIil 1711 4acTHOM MEPenucKy ¢ agpecaTami,
KOTOPBIM ThI JIOBEpsieIlb. JTO JJIEKTPOHHBIN ajpec He HaJ0 HCIOJIb30BaTh MPHU PETUCTPAIlUU HA
dhopymax u caifTax;

7. He oTkpbiBail (aiiiabsl ¥ Jpyrue BIOXKEHHsS B MHCbMax, AK€ €CJIM OHU NPHUILIM OT TBOUX



npyseit. Jlydie yTouyHu y HUX, OTIIPABIISUIN JTU OHU Te0e 3T (aiiiibl;

8. Ilocne okoHyaHusi pabOTHl HA TIOYTOBOM CEPBUCE IMEpe] 3aKPhITHEM BKIAJKU C CANTOM HE
3a0ynb HaxaTh Ha "BeiiTu".

Knﬁepﬁymmnr HJIK BUPTYAJTbHOC H31€BATEJILCTBO

KubepOymnuHar - mnpecienoBaHHe COOOIIEHUSMH, COAEP)KAIIMMU OCKOPOJICHHs, arpeccuro,
3allyTUBaHUE; XYJIUTAHCTBO; COLMAIBbHOE OOMKOTUPOBAaHHE C MOMOINBIO PA3JIMYHBIX HMHTEPHET-
CEpBHUCOB.

OCHOBHBIE COBETHI 110 OOPKOE C KHOEPOYILTUHTOM:

1. He Opocaiicst B 60ii. Jlydmuii croco0: mocoBeToBaThCs Kak ce0si BECTH M, €CIIM HET TOTO, K
KOMY MOXKHO OOpaTUThCS, TO BHayalle YCIOKOUThCsA. Eciy Thl HaYHelIb 0TBEYaTh OCKOPOJICHUSIMH Ha
OCKOpOJIEHUS], TO TOJIBKO €lIe OOMbIIE pa30kKelb KOH(IHKT;

2. Yrpasisii cBoel KubeppenyTaiuei;

3. AHOHMUMHOCTH B ceTH MHHMasA. CyIIeCTBYIOT CIIOCOOBI BBIICHUTH, KTO CTOUT 32 aHOHHMMHBIM
AKKayHTOM;

4. He cTout BecTH XyJIUTaHCKUH 00pa3 BUPTyalbHOH *u3HU. VIHTEpHET (PUKCUpYET BCE TBOU
NEHCTBUS U COXpaHIET UX. Y JAIUTh UX OyJeT KpaiHe 3aTpyJHUTENBHO;

5. Cobmro1aii CBOXO BUPTYaIbHYIO YE€CTh CMOJIOY;

6. UrHopupyil enuHuuHblii HeraTuB. OIHOpa30BbIE OCKOPOWTEIbHBIE COOOIEHUS JydIle
urHopupoBaTh. OObIUHO arpeccus MpeKpalaeTcst Ha Ha4albHOM CTaIuH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHHUSIMH, B COIIMAILHBIX CETSIX
€CTh BO3MOXXHOCTh OJIOKHPOBKH OTIIPABKH COOOIICHHIA C ONPEICTICHHBIX a/IPECOB;

8. Eciu TbI cBuzerens kuOepOysuinHra. TBou JEHCTBUA: BBICTYIHMTH NPOTUB IIpecieoBaTeNs,
[I0Ka3aTh €My, YTO €ro JACHCTBUSA OLEHMBAIOTCS HETaTUBHO, MOJIEPKATH JKEPTBY, KOTOPOM HY)KHA
MICUXOJIOTHYECKasi IOMOIIb, COOOIIUTH B3POCIBIM O (haKTe arpecCUBHOIO IIOBEJICHUS B CETH.

MoOuabHbI TeJ1eoH

CoBpemeHHbIE cMapTQOHBI U TUTAHIIETHI coAepkaT B cebe BIOJHE B3POCIbIA (PYHKIIMOHANT, U
Terepb OHM MOTYT KOHKYPHPOBAaTh CO CTAIIMOHAPHBIMHU KOoMIbloTepamMu. OmHAKO, CPEACTB 3aIIUTHI
JUTS TIOIO0OHBIX YCTPOMCTB MOKa 0ueHb Mano. TecTupoBaHKE U TIOUCK YSI3BUMOCTEN B HUX MIPOUCXOIUT
HE TaKk UHTEHCUBHO, Kak /u1st [1K, To ke camoe KacaeTcs 1 MOOWIbHBIX TIPUIIOKECHHI.

COBpeMeHHHe MOOUIIbHBIC 6paysepbl YK€ NPAKTUYICCKHU NOTHAJIN HACTOJIbHBIC aHAJIOTHU, OAHAKO
paciipeHuc (I)YHKI_II/IOHaﬂa BJIEUET 3a COOOM 6OJ'H>I_HyIO CJIOKHOCTb U MCHBIIYIO 3allTUIIICHHOCTD.

Jlanexko He BcCe TMPOU3BOJUTETH BBITYCKAIOT OOHOBJICHUS, 3aKPBIBAIOIINE KPUTHYECKUE
YSA3BUMOCTH JJIsl CBOUX YCTPOUCTB.

OCHOBHBIC COBETBI JJIsA 0e30MmacHOCTH MOOUIILHOTO TCHC(I)OHH.Z

Huuero He sBnsercs mo-HacTosimeMy OecriaTHeIM. byab ocToposkeH, Beab Korja Tebe
MpeiaraloT OeCIIaTHBIM KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KaKHE-TO TJIaTHBIC YCIIYTH;

Hymaii, pexxae dem otmnpaBuTh SMS, $hoTo unu Buaeo. Thl TOYHO 3HACIIb, T/I€ OHU OYAYT B
KOHEYHOM HUTOre?

HeobxoaumMo 0GHOBIATE OMEPAIIMOHHYIO CUCTEMY TBOETO CMapTQoOHa;



Hcnonp3yit aHTUBHPYCHBIE POTPaMMBbl AJ11 MOOUJIBHBIX TeJe(OHOB;

He 3arpyxkaii mHpuioXeHHs OT HEU3BECTHOIO HCTOYHMKA, BEAb OHU MOTYT COIEPKATh
BPEJOHOCHOE NTPOrPaMMHOE 00ECIIEUEHUE;

[Tocie TOro Kak ThI BBIMJCIIL C CaiiTa, T/I€ BBOJIWI JIMUYHYIO MH(GOPMAIIUIO, 3aliI1 B HACTPOUKH
Opay3sepa u ynanu cookies;

Ilepuonnuecku npoBepsii, KaKue IUIATHBIE YCIIYTH AaKTUBUPOBAHBI HA TBOEM HOMEPE;

JaBail cBoil HOMep MOOWJIBHOTO TeleOHa TOJNBKO JIOASM, KOTOPBIX Thl 3HACllb U KOMY
JIOBEpSsiellIb;

Bluetooth nmomken OBITH BBIKITIOYEH, KOTJa Thl UM HE MOJb3yemibcs. He 3a0biBail mHOTHA
MIPOBEPSTH 3TO.
Online urpwol

CoBpeMeHHbIE OHJIAH-UTPBI - ITO KPACOUYHbIEC, 3aXBAThIBAIOIINE pa3BICUCHUs, 00bEIUHSIIOIINE
COTHHU ThICSIY YEJIOBEK IO BCEMY MHpY. Mrpoku HCCIEoylOT JaHHBI UM MUp, 00IIarTCi IpYyr C
JIPYTOM, BBIIOJHSAIOT 3a/laHUs, CPAXKAIOTCSI C MOHCTPAMHU U MOJIYYarOT ONBIT. 3a yJOBOJBLCTBUE OHU
IUIATST: MOKYNAIOT JUCK, OIJIAYMBAaOT A0OHEMEHT WM MPUOOPETAIOT KaKUe-TO OILIUU.

Bce »Tu cpenctBa uayT Ha HOJJEp)KaHUE M PAa3BUTHE UIPHI, a TaKKe Ha caMy O€30IacHOCTD:
COBEPILIEHCTBYIOTCSI CUCTEMBl aBTOPU3AlUU, BBITYCKAIOTCSI HOBbIC MaTuu (UUGPOBBIE 3aIIaTKU IS
IIPOrpaMM), 3aKpbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.

B HO,Z[O6HBIX Urpax CTOUT OIIaCaTbCsa HC CTOJIBKO CBOHMX COIICPHHUKOB, CKOJIBKO Kpa)Xu TBOCTO
mapoJjisd, Ha KOTOpOM OCHOBAaHa CUCTEMaA aBTOpHU3aAllUA OOJIBIIIMHCTBA urp.

OCHOBHBIE COBETHI 110 OE€30IIAaCHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecnu apyroit urpok BeaeTr cedsl MI0X0 WU co3/1aeT Te0e HEeMpUATHOCTH, 3a0JOKUpPYl ero B
CIIMCKE UTPOKOB;

2. Tloxamyiics aIMUHHUCTPATOpaM WIpPbl Ha IUIOXO€ IOBEAECHHME 3TOT0 HMIPOKa, KEIaTeJIbHO
IIPWJIOKUTH KaKHE-TO JI0Ka3aTeIbCTBA B BUJIE CKPHUHOB;

3. He yka3biBaii TMuHyI0 HHGOpPMAIUIO B Ipodaiiie urpsbl;
4. YBaxkall Ipyrux y4acTHUKOB IO UTPE;

5. He ycranaBnuBail HeopuIIMaIbHbIE TATYN U MOJIBI;

6. Mcnionp3yil CII0KHBIE U pa3HbIE TAPOJIH;

7. I[axce BO BpPEMs UTPBI HE CTOUT OTKIIFOYAaTh aHTUBUPYC. IToka TBI Hrpacuib, TBOM KOMIIBIOTECP
MOTYT 3apa3uThb.

@OUIIMHT WIN Kpaka JUYHBbIX TaHHbIX

OObIYHON Kpakell JeHer W JTOKYMEHTOB CETOJHS YK€ HHUKOTO HE YAWBHIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUN 3JI0YMBINIUICHHUKHA TIEPEMECTHUIINCh B MHTEPHET, U MPOJIOJDKAIOT 3aHUMAThCS
"TIOOUMBIM" 1EJIOM.

Tak mosBHIacer HOBas yrpo3sa: HHTCPpHET-MOIICHHUYCCTBA U (i)I/IIHI/IHF, Ti1aBHasA OC€JIb KOTOPOIro
COCTOUT B TOJYYEHUH KOH(HIECHIMAIbHBIX JaHHBIX IOJb30BaTeNel - JIOTUHOB M mapojeil. Ha
aHrauiickoM si3bike phishing untaercs kak ¢pumuHr (ot fishing - peioHas noBis, password - MapoJb).

OcHOBHBIE COBETHI IO 60pHOE ¢ HUITMHTOM:



1. Cnenu 3a cBOMM aKKayHTOM. Ecim ThI 1o1o3peBaciiib, 4TO TBOSI aHKETa Obla B3JIOMaHa, TO
He00X0IMMO 3a0JI0KHPOBATh €€ U COOOIIUTE aIMUHUCTPATOPaM pecypca 00 3TOM Kak MOYKHO CKOpee;

2. Wcnonwe3yii Oe3omacHple BeO-CaWThl, B TOM YHCIIC, WHTEPHET-Mara3uHOB U IOWCKOBBIX
CHUCTEM,;

3. Hcnonp3yii CIOXHBIE W pa3HbIe Mapoiu. TakuMm oOpa3om, eclid TeOs B3JIOMAIOT, TO
3JIOYMBIIIJICHHUKH 1TOJYYaT JOCTYII TOJIBKO K OJTHOMY TBOCMY HpO(bI/IJIIO B CC€TH, a HE KO BCEM,

4. Ecnu T1ebs B31OManM, TO HEOOXOIUMO MPEAYNPEAUTbh BCEX CBOMX 3HAKOMBIX, KOTOpBHIE
no0aBJIeHBl y TEOSI B IPY3bsiX, O TOM, YTO TEOS B3JOMAald W, BO3MOXXHO, OT TBOETO MMEHHU Oyner
paccbuIaThCs CliaM U CChUIKU Ha (PUIIMHTOBBIE CalThI,

5. YcranoBu HanexHbIi maposb (PIN) Ha MoOUITBHBIN TenedoH;
6. OTKIII0YM cOXpaHEHHE Mapoisi B Opaysepe;

7. He oTkpsiBaii (aiiiibl M Ipyrue BIOKEHUS B MUChbMaX, Ja)K€ €CIU OHU MPUIUIA OT TBOHX
npy3eit. Jlydine yrouHu y HUX, OTIPABIISUTH JTU OHU TeOe 3TH (Daiibl.

HudpoBas penyrauus

[udpoBast penmyramust - STO HEraTWBHAs WM TO3UTHUBHAs HMHQOpManus B ceTH o Tele.
Kommpomerupytomas uHdopmanus, pasMmelleHHass B HHTEPHETE, MOXKET CEpbe3HbIM 00pa3oM
OTpa3uThCs Ha TBOEW peanbHOW »xu3HU. "LludpoBas pemyranus" - 3TO TBOM HUMHIXK, KOTOPBIH
dbopmupyercst u3 nHbopMauu o Tede B UHTEPHETE.

TBoe MeCTO >KUTENbCTBa, Y4eObl, TBOE (PMHAHCOBOE IMOJIOKEHHE, OCOOCHHOCTH XapakTepa H
pacckasbl 0 OJIM3KHX - BCE 9TO HAKAIUINBACTCS B CETH.

MHorue MOIPOCTKH JITKOMBICIEHHO OTHOCSTCA K NyOJMKAauu JUYHOW HWHpOpManuud B
WHuTepHere, HE MOHMMasi BO3MOKHBIX MOCIEACTBUN. Thl axke HE CMOXEIIb JA0rajlaTbCsi O TOM, UTO
dotorpadus, pasmelieHHas 5 JeT Ha3a/l, cTajla IPUYUHON 0TKa3a MPUHATH TeOst Ha padoTy.

KommenTapuu, pazmenienue TBoux ¢otorpaduii u apyrue JeiCTBUS MOTYT HE UCUE3HYTH Jlaxke
IOCJIe TOTO, KaK Thl UX yJAalduilb. Thl HE 3HAEIIb, KTO COXPAaHWJ ATy UH(POPMAIIHIO, [TOoNaja U OHa B
MIOMCKOBBIE CUCTEMBI U COXPaHMJIACh JIM OHA, a TJaBHOE: YTO MOJYMAaOT O Tebe OKpYXKarollue JHOAH,
KOTOpble HaWAyT U yBUAAT 3To. HailTu mH(popmMannio MHOTO JIET CIIyCTSI CMOXET JII0OOM - Kak W3
JOOPBIX MOOYXIEHHM, TaK U C HAMEPEHUEM IIPUUYUHHUTD Bpell. DTO MOXKET ObITh KTO YTOJIHO.

OcCHOBHBIE COBETHI 110 3aLIUTE HU(PPOBON pemyTaluu:

1. I[Toxymaii, mpexxe ueM 4To-To MyOJIMKOBAThH U MepeiaBaTh y ceds B Gi1ore WiK B COIMaIbHON
CETH;

2. B Hacrpoiikax npoQuis YCTaHOBM OTPaHUYEHHUS Ha IMPOCMOTP TBOErOo MNPOQMIsl U €ro
COJIEP’KUMOT0, CIIeJIall €ro TOJIBKO "uist Ipy3en';

3. He pa3memiait u He ykaspiBail MHGOpPMAIHIO, KOTOpas MOXKET KOro-IM0O0 OCKOPONISTH WM
00MXKAaTh.

ABTOpCKOE MPaBo

CoBpeMeHHbBIE TIKOJIBLHUKH - aKTHUBHBIC IMOJIb30BaTeNN IM(ppoBoro mpoctpancTa. OmHAKO
Jalleko He BCE 3HAIOT, YTO MOJH30BAaHME MHOTMMH BO3MOXKHOCTSMHU HH(PPOBOTO MHpa Tpeldyer
coOJTI0/IeHUsI PaB Ha UHTEJUICKTYaJIbHYI0 COOCTBEHHOCT.

TepMuH "WHTeNUIEKTyalbHass COOCTBEHHOCTh' OTHOCUTCS K  Pa3jIMYHBIM  TBOPEHUSIM
YeJIOBEYECKOr0 yMa, HauMHasi C HOBBIX M300PETEeHMH M 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTh Ha



MPOAYKTHl U YCIYT'M, M 3aKaHUMBasg KHUTaMU, pororpadusimMu, KHUHOPWIBMAMU U MY3bIKAJIbHBIMU
MIPOU3BEICHUSIMH.

ABTOpCKHE IIpaBa - 3TO IpaBa HAa UHTEIUIEKTYaJIbHYIO COOCTBEHHOCTh Ha IMPOU3BEIEHHS HAYKHU,
JUTEpaTyppl M HCKYCCTBAa. ABTOPCKME IIpaBa BBICTYNAOT B KAadeCTBE TIApaHTHUM TOIO, YTO
MHTEIJUICKTYaJIbHBII/TBOPUECKUH TpyA aBTOpa HE OyJeT HampacHbIM, JacT €My CIHpaBeJIUBbIC
BO3MOKHOCTH 3apa0boTaTh Ha pE3yJIbTaTax CBOErO TPyZa, MOJYYUTh H3BECTHOCTb U IPHU3HAHUE.
Huxro 06e3 paspemieHusi aBTOpa HE MOXET BOCIPOU3BOAUTH €r0 MPOU3BEACHUE, PACHPOCTPAHSTH,
yOJINYHO JEMOHCTPUPOBATh, IPOJaBaTh, UMIOPTUPOBATH, IIYCKATh B MPOKAT, IyOJIUYHO UCHOIHATD,
MOKa3bIBaTh/UCIIONHATE B 3(upe wim pa3meniats B lHTepHeTe.

Hcnonb3oBanue '"mUpaTcKOro'" MPOrpaMMHOTO OOeCIeueHUs MOXET IPUBECTH K MHOTUM
pUCKaM: OT MOTEepH MJAaHHBIX K TBOMM akKKayHTaM J0 OJOKHPOBKH TBOErO YCTpOICTBa, Tae
YCTaHOBJICHA HEJETalbHAs MporpamMMa. He cTouT Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JICTAIbHBIC H
OecriiaTHbIE IPOTPaMMbl, KOTOPHIE MOKHO HAMTH B CETH.

O nopraJie
CereBu4oK.p( - TBOM TTIaBHBIM COBETYUK B CETH. 3/1€Ch Thl MOXKEIIb Y3HATh O OE30MACHOCTH B

CCTU IMOHATHBIM U JOCTYIIHBIM A3BIKOM, a IIPH BO3BHUKHOBCHUU KpI/ITI/I‘leCKOfI CUTyaumuu O6paTI/ITI)C5[ 3a
COBETOM. A TaKxke IMPUHATH YUAaCTHEC B KOHKYpPCaX U CTaTb CaAMbIM I_II/I(l)pOBBIM Fpa)KI[aHI/IHOM!



